^st Available Cop^ 



(12) INT£RNATIONAL APPLICATION PUBUSHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 

International Bureau 

(43) International Publication Date 
21 December 2000 (21.12.2000) 




PCT 



III 



(10) International Publication Number 

wo 00/77653 Al 



(51) International Patent Classification'': 



G06F 15/16 



(21) International Application Number: PCT/USOQ/4018S 

(22) International FiUng Date: 9 June 2000 (09.06.2000) 

(25) FiUng Language: English 

(26) Publication Language: Englisb 



(30) Priority Data: 
09/329*606 



10 June 1999 (10.06.1999) US 



(71) Applicant: BOW STREET SOFTWARE, INC. 
[US/US]; One Harbour Place, Portsmouth. NH 03801 
(US). 

(72) Inventors: ROBERTS, Andrew, F.; 78 Laidunont 
Road, Melrose, MA 02176 (US). BOOTH, Jonathan, 
P.; 19 South School Street, Portsmouth, NH 03801 (US). 
BURATI, Michael, R.; 30 Hoyt Drive. Ghehnsford, MA 
01824 (US). BEAUVAIS, Thomas, E.; 24 Exeter Farms 
Road, Exeter, NH 03833 (US). . ERFASS, John, T., Jn; 



40 Pleasant Pomt Drive, Portsmouth, NH 03801 (US). 
SOMMERS, Joseph, IH; 117 Tidewater Farm Road, 
Stratham, NH 03885 (US). 

(74) Agent; HARRIMAN, J., D.;Coudert Brothers, 23rd floor, 
333 South Hope Street, Los Angeles, CA 90071 (US). 

(81) Designated States (national): AE, AL, AM. AT, AU, AZ, 
BA, BB, BG, BR, BY, CA, CH, CN, CR, CU, CZ, DE, DK, 

DM, EE, ES, n, GB, GD, GE, GH, GM, HR, HU, ID, IL, 
IN, IS. JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, 
LV, MA, MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT, 
RO, RU, SD, SE, SG, SI, SK, SL, TJ. TM, TR, IT, TZ, UA, 
UG, UZ, VN, YU, ZA. ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AX BE, CH, CY, DE, DK, ES, H, FR, GB, GR, EE, 
rr, LU, MC, ML, PT, SE). OAPI patent (BF, BJ, CF, CG, 
CI, CM, GA. GN, GW. ML, MR, NE, SN. TD, TO). 



Published: 

— With international search report. 



(Continued on next page] 



(54) Title: METHOD AND APPARATUS FOR PROVIDING NETWORK SERVICES 



APPUCATION 
A 



APPUCATION 
B 



WEB SERVICES 
DIRECTORY 
102 



hJ 



r3 



SERVICE 




SERVICE 


DRIVER 




DRIVER 


A 




B 



WEB SERVICES ENGINE 
101 



WEB SERVICE 
PROVIDER 

c 



I 



SERVICE 
DRIVER 
C 



^ HTTP 

100 

1^ (57) Abstract: The invention provides a mediod and apparatus for accessing and using services and appfications firom a number of 
1^ sources into a customized ^plication. The present invention accomplishes this through an entity referred to as a web service. The 
^ web services arcbitecnue maintains a directory of services (102) available to provide processing or services, along with the location 
2 of the services and the input/output schemas (401) required by the services. When a request for data or services is received (301), 
appropriate services are invoked by a web services engine (101) using service drivers (601) associated with each service. A web 
^ services application (605) is then generated from a runtime model (602) and is invoked to satisfy the request, by commimicating as 
^ necessary with services in proper I/O fonnats. In one embodiment, the web services application (605) provides responses in the form 
^ of HTML that can be used to generate pages to a browser. 
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BACKGROUND OF THF TMVENTION 



1. FIELD OF THE INVENTION 

This invention relates to the field of providing network services. 

5 Portions of the disclosure of this patent document contain material 

that is subject to copyright protection. The copyright owner has no objection 
to the facsimile reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Office file or records, but 
otherwise reserves all copyright rights whatsoever. 

10 2. BACKGRQVND ART 

A large number of businesses rely on other businesses as part of their 
functionality'. For example, a distributor of products rehes on all of the 
different manufacturers of the products to reliably supply not only the 
products themselves, but information about the price and availability of the 

15 products. Manufacturers themselves also rely on parts suppliers to build 
complete products. To compete in a competitive business environment, it is 
necessary for companies to be able to provide rapid responses to customers 
about products and services. This often requires interaction with many other 
companies. In the past, a customer might have been willing to wait while a 

20 company representative made phone calls or referenced catalogs to provide 
answers to customer requests. But today, customers demand faster service, or 
the abihty to obtain information themselves. In other cases, customers may 
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not be interacring with a company representative at all, but with a company 
web site. In that environment the customer requires even more rapid and 
efficient service. 

One way for companies to stay competitive in today's business 
5 environment is to develop application programs (software) that allows them 
to interact with third party company computer systems to obtain information 
and services that are needed to operate the companies business. 
Traditionally, however, it has been difficult to create these applications. One 
problem is the difficulty in interfacing with the often proprietary computer 
10 systems of different companies. Another problem is the difficulty in writing 
and debugging the applications themselves, as well as updating them when 
conditions change or when third party companies change or update their own 
systems. 

This change in business climate has also been driven in part by the 
15 internet. The internet has made information from multiple sources easily 
available to individuals. In addition, the internet has changed the way 
companies interact with each other. Business to Business interaction is now 
often accomplished via the internet. Often the relationship between 
businesses (such as between a distributor and its suppliers) is called a 
20 "channel relationship", or a "business channel". 

There have been attempts to attempt to connect to back office systems, 
and then to move these configurations to the web, but they have been 
unsuccessful. One problem with current technological approaches to 
attempted mass customization of Web sites is that the approaches use fixed, 
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tightly coupled processes that cannot be easily or dynamically changed. In 
order to create the business process of a Web application or to create a new 
application, a programnr\er has to change the software. Even when an 
application can be designed to branch based on certain conditions, today's 
approaches cannot branch in unanticipated directions in response to 
unanticipated conditions. Doing so requires that the code itself be changed. 
This is true even in "reusable" object-oriented approaches, because the 
processes still need to be recombined any time a change is made. 

The technological approaches currently in use for Web application 
development each has its own limitations. Specifically, these are: 

" Procedural Progranruming. Procedure-based programming creates large, 
monolithic applications that have to be rewritten, recompiled, and tested 
each time even the smallest change is made. This process can take months 
or years and is unacceptable for this class of application. 

" Object-Oriented Programming. Corba, Enterprise Java-Beans, and 

Microsoft's COM all promise a high degree of code reuse through, the use 
of modular components. However, the code reuse they enable is at design 
time and not at runtime. The applications developed under these object 
models use collections of objects or classes that are tightly coupled and 
require rewriting if changes are made. Although development time is 
improved, those savings are not leveraged with each new 
implementation. This is because the appUcation has to be created again 
from the beginning, even though many of the same classes can be used 
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over again. The code surrounding the con\ponents which ties them 
together has to be constructed manually by the programmer, and the 
components are flexible only to the extent that the component authors 
anticipated requirements for flexibility and built that into their code at 
design time. Object-oriented programming falls short of capturing the 
process that developers follow building the application and captures only 
the explicit results in source code. 

" Traditional Web Model. Traditional approaches to Web site design have 
used CGI scripts and other Web server extensions to implement business 
processes. CGI programs may have been written in Perl script or C and 
have been hard-coded, and tightly coupled. The same is true for Java 
servlets. They are hard to modify and to maintain. The Web has . 
introduced a new application architecture that uses standard protocols and 
provides ways to lirik services together. However, as these are 
implemented today, the sites that are produced are hmited in the extent to 
which they can be customized, and the business processes, which are 
represented on the site, are fixed. Changes are hard to make> and 
expensive, and they ofterx impact the entire site. Producing another site 
often requires going back and recreating the site all over again. All of the 
same linutations of object-oriented programming apply in this model, 
except that different protocols are involved and the client is a browser. 

All of these approaches fail to automate the creation and editing 
practice in which the developer engages. The software design point is 
wrong — business practices are being encoded at too deep a level. Rather than 
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allowing processes to be captured at a high level and then driven with design 
parameters, these systems focus on encoding practices at a low level, where 
many assumptions and decisions that are made by the developers-, are never 
captured. For example, when a call to an object's methods is coded through a 
5 low-level interface, if the method s interface changes, the developer must go 
in and manually edit the changes. This makes automated customization 
impossible. 

Creating software applications to manage business channels is complex 
and inflexible using traditional techniques. If a hard coded application is 

10 created, it may not be able to respond to new channels that are created or 
modified over time. Repeated recoding efforts may be required. In other 
cases, a company may be in a channel relationship with another company 
without the other company realizing it. For example, companies that use 
Federal Express or other shippers to transport goods do so without explicit 

15 formal relationships with the shipper. For the shipper, maintaining business 
channels with every company that uses it is a daunting, if not impossible task. 

Traditional techniques focus on efficiency in the design of an 
application in the re-use of code, through object oriented programming for 
example, but do not provide efficiency or customizability at runtime of an 
20 application. With millions of companies making services available on the 
internet, there is a need to be able, to efficiently create custom applications that 
dynamically invoke and interconnect a combination of web services, and 
configure themselves in customized formats at runtime. To date, the prior 
art has not provided effective solutions. 
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SUMMARY OF THE INVENTION 

The present invention provides a method and apparatus for accessing 
and using services and applications from a number of sources into a 
5 customized application. The present invention accomplishes this through an 
entity referred to as a web service. The web services architecture maintains a 
directory of services available to provide processing or services, along with 
the location of the services and the input/output schemas required by the 
services. When a request for data or services is received, appropriate services 

10 are invoked by a web services engine using service drivers associated with 
each service. A web services application is then generated from a runtime 
model and is invoked to satisfy the request by communicating as necessary 
with services in proper I/O formats. In one embodiment, the web services 
application provides responses in the form of HTML that can be used to 

15 generate pages to a browser. 
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BRIEF DESCRTPTTON OF THE DRAWINGS 

Figure 1 is a block diagram of a web service architecture of the present 
invention. 

5 Figure 2A is a block diagram illustrating an API based driver. 

Figure 2B is a block diagram illustrating a URL based driver. 

Figure 3 is a flow diagram of the operation of the present invention. 

Figure 4 is a block diagram illustrating components of the invention 
during operation of Figure 3. 

10 Figure 5 is a flow diagram of generating a web services application in 

an embodiment of the present invention. 

Figure 6 is a block diagram illustrating components of the invention 
during operation of Figure 5. 

Figure 7 is a flow diagram of the operation of an embodiment of the 
15 present invention. 

Figures 8A -8C are block diagrams illustrating components of the 
invention during operation of Figure 7. 
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DETAILED DESCRIPTION OF THE INVENTION 
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In the following description, numerous specific details are set forth in 
order to provide a nriore thorough understanding of the present invention. It 
will be apparent, however, to one skilled in the art, that the present 
invention may be practiced without these specific details. In other instances, 
well-known features have not been described in detail in order not to 
unnecessarily obscure the present invention. 

The present invention provides a method and apparatus for creating 
applications that use available web services. Millions of services are being 
made available via the internet as well as through existing API's and other 
techniques. In the internet, many services are being made available as XML 
services. XML (extensible markup language) is a language used to describe 
information, or more accurately, to make information self describing. . 
Traditionally, web pages are built using HTML. HTML (hypertext markup 
language) describes the geometry and appearance of a page of data, in effect 
creating holes or slots in which data is inserted. However, there is no direct 
communication of the data that appears on the page in the HTML description. 
A user might be presented with a page that includes recognizable 
information, such as name, address, and phone number. But to HTML, the 
data is simply text to display. 

XML, on the other hand, provides a protocol where the type of data 
being used can be identified. XML can do this in part using predefined 
"schemas" that can be used to understand the type of data being transmitted. 
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If a standard schema is used, the data need only include a reference to the 
schema, which need not travel with the data. If a custom schema is used, it 
can be sent before or after the data, or explicit directions to the location of the 
schema can be provided. 

5 The present invention can take full advantage of XML based services, 

but is also applicable for use with any service for which communication 
protocols can be established. 

The present invention provides a web services architecture, (referred to 
here as the "system"). The system provides information (in one 

10 embodiment, in the form of metadata) about web services that are available 
for use by web service consumers. In the present invention, a web service 
available for use is said to be "published" in a web services directory. The 
system provides access control, organization, interface definition, 
management, and operation of web services. The web services architecture 

15 serves as a centralized location from which web service consumers can gain 
all information about a set of published web services. In addition, the web 
services architecture provides a central location from which web services can 
be run, despite the fact that the systems (applicahons) that perform the actual 
work of the individual web services are' distributed throughout the Internet. 

20 For example, as noted previously, an individual web service may not even be 
aware that it is part of the web services architecture. 

Anv number of web service architectures may be created, with each web 
service architecture customizable. For example, a web service architecture can 
be created for a particular industry, such as the insurance industry. Insurance 
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companies can then take advantage of that industry web service architecture 
to create custom apphcations that allow them to access and use some or all of 
the services (XML or other) that are available in the architecture. 

The systerh of the invention is comprised of the web services directory 
5 and the web services engine. The web services directory is the database, while 
the web services engine is the processor that handles web service requests. 
An example of the system is illustrated in Figure 1. 

Referring to Figure 1, in one embodiment, a web services engine 
interacts with the environment outside the system via HTTP interface 100. 

10 (Although the present invention is described by way of example of using 

HTTP protocol, the invention can operate with any request/ response protocol 
without departing from the scope and spirit of the invention). A web services 
directory 102 is coupled to the web services engine 101 and contains the 
published services that are available to the system. In the example of Figure 

15 1, these services are provided by applications A and B and web service 

provider C. The interface to the service providers are via service drivers A, B, 
and C, respectively. Please note that a service may be a web service system, a 
back end database or processing system, a software application, a web site, a 
database, an FTP site, or any system that can be made to respond to requests or 

20 queries. 

In the example of Figure 1, Applications A and B may be in-house 
applications or back end systems, or stand alone or third party applications, or 
applications accessed via the web, and the web service provider may be the 
company's own or a third party web service provider. The operation of the 
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system involves receiving a request via http interface 100, using the web 
services engine to interpret the request and deterniine what services are 
needed, using the web services directory to identify services available to 
satisfy the request, and to direct appropriate requests to the appropriate 
5 services via service drivers. When the response(s) return, the web services 
engine builds the response(s) into a reply to the HTTP request and provides it 
the requester. 

An embodiment of the present invention can be understood by 
understanding the details of web services, the directory, the engine, the 
10 drivers, and how they interact together. Below, web services are described in 
more detail. 

Web Services 

A web service is a unit of computer processing that takes in a packet of 
request information and provides a packet of response information. The 

15 protocol for a web service in one embodiment is HTTP. However, the 

protocol can be any suitable protocol or any future protocol. HTTP is used as 
an example for one embodiment. The request and response data format is 
XML in one embodiment, but it could be any other suitable format or 
combination of formats, including, but not limited to, HTML, MIME encoded 

20 types such as .gif, or any other format. A web service is represented by a URL, 
along with a schema that defines the range of input and output data formats. 

Web services exist throughout the Internet. Traditional URL's can be 
considered to be web services, with the caveat that the traditional URL 
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response formats follow an implied schema, HTML, or mime encoded data 
such as an Adobe Acrobat file that causes the browser to load a special 
application dedicated to the specified file format. In other words, any entity 
that is capable of receiving some information and providing some response, 
5 is potentially a web service. Some examples of such services include 

processing services made available internally and externally by a company. 
Federal Express makes its package tracking feature available as a service 
accessible through the internet. Other services could include inventory 
tracking, product purchase, bill payment, credit checking, custom new and 
10 information collection, financial services and others. 

In the system of the present invention, a web service is represented in 
one embodiment extemally as a URL that the web services engine processes 
to generate an HTTP response. While the web services engine is processing 
the web service, it employs software called a web service driver to perform the 
15 work. This driver can be self contained, or it can execute API's to interact 
with other systems. It can also request execution of web services that are 
maintained by other systems. As noted above with respect to Figure 1, web 
services can be provided by other web service providers. 

Inside the web services architecture, a web service is comprised of two 
20 components. The first is a block of metadata that is stored in the web services 
directory; the second is a web service driver (implemented as a Java class in 
one embodiment of the invention) that runs in the context of the web 
services engine. 
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The web service metadata block defines the schema of the web service's 
input and output interfaces, as well as configuration parameters that are used 
to configure the web service driver. In addition to having a metadata block 
that defines the "what" and "how" of a web service, a web service is 
5 represented by an entity in the web services directory. This entity provides 
locahon information and access control privileges on the web service. As 
such, the directory provides the "who", "where", and "why" information 
associated with web services. 

Operation of We^^ Services 

10 Web services are invoked from outside the web services engine in the 

form of HTTP gets and posts. Every request to a web services engine is 
interpreted to be a request to run a particular web service. A request to a URL 
in the web services engine is interpreted to contain information that 
identifies the target web service, and the input data in the form of HTTP 

15 get/post parameters. 

Figure 3 is a flow diagram illustrating the processes carried out by the 
web services engine and directory in the execution of a web service. 

The web services engine receives a request in the form of an HTTP post 
or get at step 301. At step 302, the engine generates a session which is a unit of 
20 program code dedicated to maintaining the status and state of the request 
until a response has been sent back. 

At step 303, the system looks up the service ID in the web services 
directory using a set of web services that comm^nirate via LDAP to the web 
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services directory. The system parses the HTTP get/post parameters and 
constructs a set of input parameters at step 304 in the session to represent the 
web service's data inputs. 

The service ID is identified in the request URL using directory based 
5 parameters that identify the common name (cn), organizational unit (ou), 
organization (o), and country (c). A typical URL looks like the following: 

http: / /bowstrp ptt9n9n/LPMSprvlet?5erviceID=cn=DemQ.QU=Pem0,Q= 

RnwStreet.c=US . 

Note, the above is for example purposes only. In another embodiment, 
10 the use of DNs may be replaced with use of a Unique Name (eg, like an MS 
GUID, but perhaps more hun\an readable) such as 
"com.customerFoo.template.quarterlyReportGenerator". Other suitable 
conventions and protocols may be used without departing from the scope of 
the present invention. 

15 At decision block 305, the system checks the access privileges to this 

service. If it is a public service, then the system proceeds to step 308. If it is 
not a public service, then the system redirects the initial request to a Login 
Servlet at step 306 that sends back a login response page for the requester to 
fill in and return. In one embodiment, this response follows a defined 

20 schema which can be interpreted by either a human sitting in front of a 

browser screen, or program at the requester end. The login page requests the 
user name and password of the requester. (Note that since the response data 
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that requests ID and authentication is a packet of XML in one embodinnent, 
this can support any form of challenge data). 

In addition, other schemes other than the Login Servlet may be used 
with the invention. Other embodiments could include the template itself 
5 using the Login Service, and /or the system redirecting to a Login Service. 

When the requester sends back a new request containing the same 
service request in addition to the ID and authentication information, the web 
services engine checks for access rights to run the web service by binding to 
the directory as the requester, and checking to see if the requester is 
10 authorized at step 307. The authorization check can be implemented by a 
pluggable authorization handler. Another embodiment could include a 
handler that performs authorization based on roles and/or flexible policies. 

The fact of authorization is cached with the user's session by the web 
services engine. Service metada and request information is used by the web 
15 services, engine and the service driver itself (step 308). The session maintains 
state and other data that needs to be saved across requests. 

At step 308, the system loads an instance of the web service driver, and 
initializes it. The system passes the handle to the session, as well as the 
service parameters defined in the web service metadata. The service 
20 parameters are used by the driver for configuration purposes. 

After initialization, at step 310, the system calls the execute method in 
the service driver, and passes the XML input data. Before execution begins, 
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the system checks at decision block 311 to see if the input data is valid 
according to the web service's input data schema. 

The web service driver performs its work in the execute method at step 
312. This work can include calling other web services in the system or 
invoking any functionaUty via an API or other protocol. The scope of what a 
web service driver can do is unlimited. 

At step 313 the system gets the service output data from the driver, and 
formats the output into an HTTP response, which it sends back to the 
requester at step 314. 

The system shuts down the service driver, but not the session 
dedicated to maintaining the state of the service interaction with the 
requester. The system maintains this session so that the same requester can 
make additional requests to services that connect to the same session and 
utilize its state. Web services can send back information in their responses 
that serves to identify the session handle. This information is frequently sent 
back in subsequent requests for web services that need to tap into the session 
and make use of the state information. 

The operation of the flow diagram of Figure 3 is illustrated 
diagrammatically in Figure 4. The web services engine includes a web server 
portion that manages the session. The service driver name and associated 
parameters, along with the I/O schema are obtained for the service via the 
directory 102. Figure 4 illustrates the entities that execute actions associated 
with the steps of Figure 3, As might be expected, the HTTP interface is where 
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Steps 301 and 314 take place, namely receiving the HTTP request and 
providing an HTTP response. 

Creating a Web Service 

There are a number of steps that a user performs in creating a web 
5 service. Once a web service has been created, a user can modify the web 
service. The steps are as follows: 

1. Specify high level metadata, including ID, location, and access 
privileges for the service 

2. Identify a service driver class 

10 3. Supply any web service parameters that "configure" the service driver 
for use by this web service 

4. Define the XML input and output interfaces (schemas) 

1. Specifying High-Level Service Metadata 

The creator of a web service specifies a unique ID for the web service, 
15 within the space of the directory. Versioning of the web service is 

independent of the ID. The user identifies the container to locate the web 
service in the directory, and specifies the list of directory users who can edit, 
as well as run the web service. 

Next, the author identifies the web service's driver class. This is, for 
20 example, in one embodiment, a special Java class file that is placed on the file 
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system and made accessible to the web services engine via file and URL access 
web services. 

It is possible for many web services to utilize the same service driver 
class. Typically, a number of web services will use a common service driver, 
5 but will supply different service parameters. For example, multiple web 
services using a common email driver class would each supply the name of a 
different email server in the parameters. This way, each web service would 
communicate with a different external system, even though they all used the 
same service driver class. 

10 Specifvin g Service Parameters 

A web service can supply a set of service parameters to the service 
driver upon invocation of the web service in the web services engine. These 
inputs are defined as blocks of XML data that follow the service parameter 
schema of one embodiment of the invention. In other embodiments the 
15 structure of these parameters follow any schema, since the service driver 
knows how to interpret these parameters, and not the web services engine. 
These parameters may be obtained at rtmtime from a URL. 

Examples of service parameters associated with commonly used service 
driver classes are: the e-mail server name for the e-mail driver class, the URL 
20 to be called by the HTTP driver class, the runtime model content for a model 
runner driver class. 
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d c;pprifving the Web Service Input and Output Interfaces 

Each web service has a definition of the input and output data schemas. 
There are several ways to supply these schemas. One approach has been 
developed to date, and a second is in development. 

5 The current approach is to use a supported service schema. This 

schema defines inputs and outputs as lists of XML structured parameters 
from a set of supported data types. Each input and output data entity is 
defined by supplying a name and selecting a primitive data type such as 
number, text string, and vector of W3C compliant DOM nodes. 

10 The second, approach is to supply a URL that represents an XML 

document that follows one of a set of recognized, standard XML schema 
vocabularies such as DTD, or XML Schema (still under development by the 
W3C). With this approach, the web service input and output schemas can be 
maintained outside the web services directory, and can follow a more diverse 

15 and versatile set of schema vocabularies that is constantly changing over 
time. 

Wph Sprvices Directorv 

As noted above, the system uses a web services directory as a database 
of information about the services available to the web service engine. The 
20 system uses the directory to persist various forms of metadata that serve as its 
database. A web service architecture may be created for a particular industry 
with a consistent set of services. Companies in that industry wishing to build 
applications using the architecture may not take advantage of all available 
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services. Each company can create custom systems that use some or all of the 
available services. 

Web services are represented in the directory as entities, in a manner 
similar to the way people and network resources are represented in a 
5 directory. Web services are located in a directory within the directory's 
hierarchical container structure. 

The system provides a mechanism for publishing the existence and 
availability of web services. Web service entities contain information 
describing the input and output data formats, the location of the application 
10 code, (i.e. the web service driver) that performs the processing of the service, 
and a set of web service parameters that are used to initialize the web service 
driver. 

One of the main roles of the system is to publish web services. Often 
the web services are identified by a URL. If a web service URL exists 

15 somewhere on the Internet, the system can create an entity in the web 
services directory that represents this service's interface. This makes it 
possible to request execution of a set of web services in the system that report 
back the existence of published web services, and it also makes it possible to 
request execution of this web service from the system, which can invoke the 

20 web service via an HTTP based service driver. 

When a web service's interface has been published in the system, other 
web services can query the web service's interface and use this information in 
the svnthesis of programs that call this web service. 

21 
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The system implements the directory ir\ one embodiment using the 
Lightweight Directory Access Protocol (LDAP) protocol. One example of a 
service embodiment is described in Section A attached hereto, titled "Service 
Definition". 

The system operates with a number of industry standard directory 
products. These include the Novell NDS directory, IBM SecureWay directory, 
Microsoft Active Directory, and Netscape Directory. The system utilizes 
LDAP to communicate with the directory, but it is in no way limited to this 
protocol 

The web services architecture provides the following functionality. 
(Note that some of this is provided by the underlying directory product). 

1) Administering the installation and operation of the system 

2) Creating and managing users and groups 

3) Creating and managing web services 

4) Getting information about web services 

5) Running web services 
Service Driver Class 

A service driver serves as the gateway to application functionality 
outside the web services directory, located on any system, that can perform 
the work of a web service. For example, a service driver could invoke a 
spreadsheet through an OLE interface, and perform numerical computations. 
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A service driver could communicate with a message queue system. A service 
driver could issue an HTTP request to a URL anywhere on the Internet. A 
service driver could serve as an interface to a library of Fortran programs, or it 
could communicate with an enterprise application such as SAP through its 
5 Business API's (BAPI's). 

The web service driver class is, in one embodiment, a special Java class 
file that is placed on the file system and made accessible to the web services 
engine via file and URL access web services. A web service's driver performs 
the execution of the web service in the web services engine. A service driver 
10 is, in one embodiment, a Java class that can interact with a program outside 
the web services directory using either an API or an Internet protocol such as 
HTTP. Although this embodiment describes a Java class, the invention is not 
limited to Java classes and may use any suitable scheme for implementing a 
service driver. 

15 In the system of the present invention, a web service driver can also 

request execution of other web services that are maintained by the system. In 
this case, the system does not issue an HTTP request to the web services 
engine (i.e. go outside the session to HTTP and back in). Instead, service 
drivers are given the ability to communicate directly with the web services 

20 engine through an API. As a result, a web service driver can invoke other 
web services and pass data directly in XML DOM format, without having to 
map this to HTTP. 

This is shown m Figures 2A and 2B. Referring first to Figure 2A, an 
example of remote procedure call/application programmer interface 
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(RFC /API) accessible applications is shown. The system interacts with the 
service via XML in/out interface. Service driver A converts XML requests to 
satisfy the appropriate API of the application or message broker 201 being 
accessed and forwards the reconfigured request. The application returns a 
5 response, which the Service Driver A converts into an XML response. 

In Figure 2B, the service is an internet accessible application 202. An 
XML request is provided to HTTP driver B, which converts it into an internet 
HTTP format to the service URL. The service 202 returns a response that is 
converted to XML output by HTTP driver B. 

10 The service driver class is derived from a base driver class. The driver 

class has an execute method which is where service driver authors establish 
uniqueness. The execute method accepts a structure of DOM entities {W3C 
compliant document object model) as the input data, and produces a structure 
of such entities as the output data. 

15 The execute method of a service driver can perform a substantially 

limitless amount of functionality. The only prerequisite is that it eventually 
complete its processing and return control to the web services engine. Since 
some of the state information utilized by a web service driver is cached in the 
requester s session (note the driver itself need not be cached), other web 

20 services later interact with this session data. Note that service drivers are 
different from objects in object request broker systems (ORB's), where an 
outside system gets a handle on an object, and can repeatedly call into that 
object's methods. In the web services architecture, a web service represents an 
atomic unit of computing that runs its course, and shuts down. Repeated 
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interaction with the same session state is accomplished by having different 
web services connect to an existing session and interact with the state in some 
way. We will see later that there is a special type of web service, called a 
model runner service, which accepts as service parameters a block of 
5 instructions for building a session state that declares functionality, behavior, 
and data content. Once this web service has run, other web services can 
connect to this session, and execute actions defined in the session. These web 
services use a service driver that accepts a handle to a running model in an 
active session. 

10 It should be noted that web services have a finite task defined in a 

single execute method in the service driver. In one embodiment, web 
services don't support repeated interactions. However, the systems that they 
interact with during the course of their execution can, and very frequently do, 
support state preservation. A database query service is a good example of 

15 such a service. 

Web Services Eng ine 

The web services engine 101 is the program that interacts with web 
service requesters and the web services directory. In addition, as the web 
services engine 101 executes web services, it runs web service drivers, which 
20 can invoke other programs via Internet protocols or API's. 

One of the most significant activities that the web services engine 
performs is the execution of multiple web services in the context of a single 
session. The web services architecture supports a type of XML object called a 
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runtime model whic±i defines the context in which multiple web services are 
to be executed. When a web services engine receives a request to run a 
service that utilizes the model runner driver with a specified runtime model, 
the system generates something called a web services application (WSA) in 
5 the session. 

The web services engine manages the caching of WSA's. The web 
services directory manages the persistent forms of the runtime models that 
are used to generate WSA's. The web services engine implements the 
invocation of WSA's through the use of web services that utilize the model 
10 runner driver. 

A web services application is a dynamic collection of information and 
business processing services available through web interfaces and XML. A 
WSA can be thought of as an application, but has runtime customization. 
15 WSA's, through the web services architecture of the present invention, can 
interface with hundreds of different available services without the need for 
hard coding of specific tightly coupled interfaces to run processes across 
company boundaries. In one embodiment of the present invention, WSA's 
are generated from runtime models. 

20 Runtime Model 

A runtime model, and the web services application it generates, is the 
recipe for a complex new form of application. A runtime model declares 
multiple actions, each of which can be bound to the execution of elaborate 
functionality defined in functions. In addition, a runtime model declares 
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multiple parameters which are used as web service inputs and outputs. And 
finally, a runtime model draws on the use of a number of web services that 
construct special user interface pages as output data. The behavior of these 
pages is to generate subsequent web service requests to the web services 
5 engine, and to call for the execution the actions defined in a web services 
application session. 

Without runtime models and WSA's, the web services architecture is 
atomic, meaning that the only activity during the processing of a request to 
the web services engine is the execution of a single web service. Such a 
10 limitation is inadequate to provide the trans-boundary application and 

service processing needed for flexible solutions on the web. WSA's enable the 
web services engine to perform complex tasks involving many web services. 
In addition, WSA's enable web service requesters outside the web services 
engine to interact with a single session state, across requests. 

15 Operatipn of WSA^g 

When a request to the web services engine invokes a WSA, the system 
processes the request and generates a response. The response can be in XML, 
HTML, or any format supported by Internet wire protocols. Often times, but 
not always, a web service request generates a response that takes the form of a 
20 graphical user interface to be displayed in a browser. This is the case when the 
requester (web service consumer) is a web browser. The returned user 
interfaces often have embedded controls in them that react to subsequent user 
generated events, and cause the browser to generate subsequent HTTP 
requests back to the web services engine. These requests are often targeted at 
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the same WSA, In the web services architecture, it is possible for a single 
WSA session on the web services engine to maintain its state throughout a 
number of interactions with different requests, generated by different user 
interfaces. For example, it is possible for a WSA to generate an initial page of 
5 UI as the response to an initial request. This UI could contain a button. 
When the user presses the button, the browser generates a new request 
targeted against the same WSA. The web services engine invokes a service 
that enables the existing WSA to process the request, and generate another UI 
page. 

10 The operation of the web services architecture in running a WSA is 

illustrated in the flow diagram of Figure 5 and the associated block diagram of 
Figure 6. When a requester wants to run a WSA, the requester generates an 
HTTP request to run a special type of web service 601 called a "model-based" 
web service at step 501. These web services 601 have the responsibility of 

15 maintaining the runtime models 602 corresponding to WSA's. These web 
services also reference a conunon web service driver called the model runner 
603, which is responsible for taking the nmtime model as a service parameter, 
and generating a WSA. At step 502 the model runner 603 loads the model 
runner driver from the service 601. At step 503 the model runner 603 loads 

20 the runtime model 602. The model runner 603, using the runtime model 602 
as the service parameter, then generates the WSA 605 at step 504. 

Once the web services engine has invoked an instance of the model 
runner driver, and has generated the WSA 605, the model runner driver calls 
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an action called the "Onload" action defined in the WSA. (An action is 
similar to a statement in a function or method.) 

The Onload action establishes the initial state of the WSA, and it 
performs the unit of work that generates the response data to the web services 
5 request. When the Onload action has finished running, the model runner 
driver saves the state of the WSA in the session. 

The Page action is a special type of action used to generate response data 
in the form of an interactive UI. A Page action generates a packet of response 
data in either HTML or XML, that contains graphically presentable 
10 information along with user interface (UI) controls. The behavior of these 
controls can be set to generate subsequent web service requests to the web 
services engine, using the handle of the original WSA session. 

Sometimes, a WSA does all its work in the Onload trigger, sends back 
its response data, and terminates without any intention of subsequent web 
15 service requests establishing downstream contact. Other times, a WSA 
generates response data. that contains an embedded XML model session 
handle. This data enables a browser, or other system to make web service 
requests against the same WSA session. 

Functionality of WSA's 

20 The functionality of a WSA is defined by XML-based declarations in the 

runtime model, and the functionality provided by the invoked web services. 
The runtime model that declares the functionality of the WSA is used by the 
Model Runner driver to instantiate all of the involved web services invoked 
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by the WSA. In addition, the runtime model contains declarations of logic 
(functionality), data struchire, and behavior. 

The behavior of a WSA is defined by a set of bindings of actions to 
events that are declared in the runtime model. Many of the events are those 
that would be generated by a user interacting with pages defined in the 
runtime model. As web services interact with a WSA, the WSA generates 
pages as respor\se data, and these pages contain the behavior defining 
biiidings of events to actions that call additional web services. 

Upon startup, a WSA executes its Onload functionality. During 
execution, the model nmner service driver makes calls to additional web 
services, which results in the web services engine engaging additional service 
drivers. 

Once the iiutial web service request has been processed, and the 
response data has been sent back, the web services engine handles subsequent 
web service requests targeted at the model session of the already running 
WSA. These session specific requests each contain a model handle ID that 
enables the web services engine to engage a specified WSA. These requests 
also identify an action to execute in the WSA to perform the work of the web 
service request. For example, a WSA could have initially obtained a list of 
employees through its Onload activity, and sent this information in a page, as 
a response, down to the browser. In addition, this page could contain a 
button. When this button is pressed, the browser generates a web service 
request to run a specified action in the same WSA session. This time the 
request contains the ID of the WSA session. As a result, the button generates 
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a request to run an in the running WSA, to obtain additional information on 
an employee whose status is already present in the WSA. 

A WSA's state is represented by a set of XML parameters (including 
web service call data outputs). Parameters are XML containers for data, and 
5 they have XML schemas that define the type of data that is supported in the 
parameters. The data in parameters changes over time in the WSA session. 
By way of logic defined in functions, a WSA can assign parameter values to 
service call inputs, as well as direct the outputs of web service calls to 
parameters. A WSA serves as a brokering system for moving information 
10 into and out of web service calls managed by the web services engine. 

Finally, a WSA supports the generation and update of fully interactive 
user interfaces. The user interface is comprised of a set of dynamically 
generated and updated XML entities called Pages. A Pages is a block of XML 
data (HTML being a subset), suitable for display by a browser (but in no way 
15 limited to view in a browser. A Page doesn't have to contain HTML) 

User interface is an optional property of a WSA. Some WSA's have 
behavior that causes execution of functionality on startup, but then causes the 
WSA to shut down without generation of any UL Other WSA's have 
behavior that causes execution of functionality on startup, with the 
20 generation of a UI page that gets sent back as a response to the original request 
to run the WSA. This generated UI can contain scripted behavior that causes 
the browser to generate subsequent service requests to the web services engine 
to connect to the running WSA, and invoke additional actions. In turn, these 
actions can result in the generation of a new or updated page that gets sent 
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back as a response to the service request. Through this interaction, a WSA is 
capable of handling a complex interaction with a user, while at the same time 
performing web service call actions that engage web services that are 
distributed throughout the Internet. 

5 An example of the process of handling multiple requests against a 

common WSA is illustrated in the flow diagram of Figure 7 and the 
associated block diagrams of Figure 8A through 8C. At step 701, a model based 
service is requested. The web services engine 101 starts the model runner 
instance 1 and the nmtime model at step 702. At step 703, the model runner 
10 instance 1 generates a WSA and executes the Oiiload action. At step 704 the 
engine 101 sends a response to an HTML page. 

At step 705 the handle to the saved WSA session is maintained by the 
engine 101. At step 706, the HTML page is operating on its own. As noted 
previously, the page may have buttons or other interactive devices that can be 

15 invoked by the user of the page. At step 707, a second request is sent from the 
page to engine 101. This time, at step 708, the engine starts the model runner 
to create model runner instance 2 and connects to the existing WSA. At step 
709 the WSA executes the trigger action that is the subject of the second 
request and sends a reply to the engine. At step 710, a response is sent to 

20 HTML page. 

Structure of Runtime Models 

A runtime model is an XML document that declares the structure, 
functionality, and behavior of a WSA. (That is the current implementation 
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of a runtime model. A runtime model can represent any XML data. For 
example, a runtime model can support 3D geomeh-ic data entities, or XSL - 
extensible Stylesheet Language entities). The model runner driver in the 
web services engine interprets the content of a runtime model in order to 
produce a WSA. (Note: other types of services could be written to handle 
interpretation of runtime model entities used for new applications). One or 
more embodiments provide for runtime models to follow a schema that is 
open and extensible. 

Runtime models support a wide array of entities that describe different 
aspects of WSA's. Runtime models can declare fvmctionality that results in 
multiple runtime models being invoked into WSA's that collaborate during 
runtime execution. This is accomplished by having runtime models declare 
calls to web services, that, in turn, make references to other runtime models. 

The runtime model has a root node called a Model. The Model entity 
contains a set of sub-nodes. In one embodiment, this includes Pages, 
ServiceCalls, Triggers, Parameters, and Behaviors. 
<?xml version="1.0" ?> 

<Model xmlns:LDS='"' xmlns:LDT="" xml:space="preserve"> 

<Pages/> 
<ServiceCalls/> 
<Triggers/> 
<Parameters/> 
<Behaviors/> 
</Model> 
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Pages 

The Pages entity of a runtime model contains a set of individual page 
entities. A runtime model can have any number of pages. Pages serve as a 
vehicle for both content and UI that is suitably formatted for display in a 
browser. 

Once the model rurmer service driver has produced a WSA, it executes 
a block of functionality in the WSA, that ultimately sends back a response to 
the requester. Many times, the response is in the form of an page, suitable for 
display in a brov/ser. 

Since a page as just another type of parameterized XML data in the 
WSA session, a WSA can utilize a page as output to a service request, or as 
input to another web service. This means that a WSA can send pages as 
inputs to a variety of web services. For example, a WSA could send a page to 
an email web service as the content of a message. 

A Page entity contains the following entities: 

<Page> 

<UniqueID/> 

<UserReadableName / > 

<Target/> 

<Contents/> 
</Page> 
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The Contents entity in a Page contains any type of HTML, including 
nested XML. The Content section also contains XML entities that represent 
placeholders for data and controls. 

One of the actions that can be called in a WSA is the Page action. This 
5 action invokes a web service, that applies a tiransformation to a set of Page 
entities in preparation for sending the data as a respor«e to a service request. 
The Page action causes the system to insert parameter data into the data 
placeholders declared in the Page entities, and to write callbacks in the Page 
for any declared behaviors defined in the rvmtime model for that Page. The 
10 declared behavior and placeholder entities follow a scheme, where for 

example, an LDT:Button entity declares the presence of an HTML button that 
has a click action which invokes a web service request against an action in the 
WSA. 

Sprvice Calls 

15 The ServiceCalls entity of a runtime model contains a set of individual 

ServiceCall entities. Service calls are actions that invoke web services defined 
in a web services directory. Note, in the current implementation, a service 
call can only identify web services that are located in the same web services 
directory that is managing the execution of the WSA. In one embodiment, a 

20 web services engine may make web service requests to web services located in 
another web services directory, on behalf of a WSA that it is running. 

A service call is an action that calls a web service in the web services 
directory. A service call also represents the input and output data schemas for 
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the named web service, as well as placeholders for the data. And finally, a 
service call maintains a definition of the assignment of input values to the 
web service's inputs. These assigned values can either be constants, or 
references to values in parameters in the runtime model. 

A ServiceCall entity contains tine following: 
<ServiceCall> 

<UniqueID/> 
<UserReadableName/> 

<ServiceID>cn=xmLfile_service,ou=System Services, 

ou=Bow Street Services,o=BowStreet,c=US</ServiceID> 
<Inpu tDef ini tions / > 
</ServiceCall> 

The InputDefinitions entity contains a set of individual DataDefinition 
entities. These entities contain assignments of constant values to the inputs, 
15 as well as assignments of parameters in the runtime model as sources of data 
for the inputs to the service call. 

In one embodiment, the specification of this section allows inclusion of 
effectivity selection criteria as part of the ServicelD information. In one 
scheme, a service call identifies a service by its name. It is possible to allow a 
20 service call to identify attribute values for attributes such as "release level" as 
a means of identifying the correct version of a service. In fact, a service call 
could identify the version of a service by a selection criteria of the following 
format: latest version, in final testing, as of March 13, 1998. 
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Triggers (al so known as functions^ 

The Triggers entity of a runtime model contains a set of Action entities. 
Triggers are the equivalent of methods in a class, and functions in a scripted 
HTML page. 

A trigger is a block of execution logic, with an action that serves as an 
identifying handle. A runtime model can bind action handles to events, and 
this is what constitutes the notion of behavior. Behavior in the runtime 
model is defined to be the binding of actions to events. 

In the current implementation of nmtime models, a trigger is defined 
to be a sequence of actions. When the trigger's action is invoked, the system 
invokes the actions specified by the trigger. 

A Trigger entity contains the following: 
<Trigger> 

<UruqueID/> 

<UserReadableName/> 

<Actions/> 
</Trigger> 

The Actions entity contains information that describes logic and flow 
of actions that are executed when the Trigger is invoked. 

Actions are the handles to functionality defined in the runtime model. 
At present, there is an action associated with each service call, trigger, and 
page, in the runtime model. 
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Parameters 

The Parameters entity can contain any type and number of XML 
entities. This means that a parameter can represent any form of data. 

A Parameter is a placeholder for data, but is also a placeholder for the 
5 structural representation of the data. In other words, for each parameter, the 
system maintains an XML entity that defines the allowable content, and 
structure (i.e. the schema) for data in the parameter. 

The structural representation of a parameter can be filled in long before 
there is data associated with a parameter, 

10 Behaviors 

Behavioral entities define the mapping of events to actions. In the 
current implementation, behavior is only defined in Pages through controls. 
A control can identify the action associated with one of its events. In the 
current implementation, these actions can only be web service requests back 
15 into the web services engine. 

Thus, a method and apparatus for providing network services is 
described in conjunction with one or more specific embodiments. The 
invention is defined by the claims and their full scope of equivalents. 
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Section A 
Service Definition 
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This document details the XML representations that make up the 
service definition. These service descriptions are stored in an LDAP directory 
that is managed by a BS Server. The descriptions are stored in multiple 
properties of a Bow Street Service Object. Some of the concepts used to 
describe the Service schema data are from the W3C Document Content 
Description for XML submission. 

The service definition is an open ended schema that will change over 
time as Bow Street Software enhances the functionality of its products. 

Service Definition 

The ServiceDefinition element is used to encapsulate all of the XML 
data that makes up a service definition. 

The ServiceDefinition must contain the following: ID, Description, 
LastModifiedTime. LastModifiedBy, Type, ClassName, Public, Executable and 
Category. 

The ServiceDefinition may contain the following: 
InputDataDescriptions, OutputDataDescriptions, ServiceParameters 

The following is a sample ServiceDefinition for a base JDBC Database 
Service. 
Example: 

<?xml version="1.0"?> 
<5erviceDefinition> 

<ID>CN=bowstreet_db_execute_sql,ou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 

<Description>Runs an SQL statement against a jdbc url</Description> 

<LastModifiedTime>918514813768</LastModifiedTime> 

<LastModifiedBy>uid=mburati,ou=Development,o=BowStreet,c=US</LastM 

odifiedBy> 
<Type>Service< /Type> 

<ClassName>com.bowstreet.services.db.ExecuteSQLReadService</ClassNam 

e> 

<Category>Base Service</Category> 

<Pubhc>false</public> 

<Execu table> true< / Execu table> 
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<InputDataDescriptions> 
<DataDescription> 
<Name>DatabaseURL</Name> 
<DataType>String</ DataTypo 
<Occurs>Required< /Occiirs> 
<DisplayName>URL</DisplayName> 

< /DataDescription> 
<DataDescriphon> 

<Name>Driver< /Name> 
<DataType>String</DataType> 
<Occurs>Required</Occurs> 

<DisplayName>Driver</DisplayNaine> 

< /DataDescription> 
<DataDescription> 

<Name>UserName</Name> 
<DataType>Strmg</DataType> 
<Occurs>Optional</Occurs> 
<DisplayName>User</DisplayName> 

< /DataDescription> 
<DataDescription> 

<Name>Password</Name> 
<DataType>String< /DataType> 
<Occurs>C)ptional< /Occurs> 
<DisplayName>Password</DisplayNaine> 

< /Da taDescrip tion> 
<DataDescription> 

<Name>SQLStatement< /Name> 
<DataType>String</DataType> 
<Occurs>Optional</Occurs> 
<DisplayName>SQL</DisplayName> 

< /DataDescrip tion> 
<DataDescription> 

<Name>Na vigation < / Name> 
<DataType>String</DataType> 
<Occurs>Optional</Occurs> 

<DisplayNaine>Navigation direction< /DisplayN 

< /DataDescriptiGn> 
<DataDescription> 

<Name>Count</Name> 
<DataType>String</DataType> 
<Occurs>Optional</Occurs> 

<DisplayName>Rows to Fetch</DisplayName> 

< /Da taDescription> 
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<DataDescription> 
<Name>SQLParms</Name> 
<DataType>Vector</DataType> 
<DataDescription> 
5 <Name>SQLParm</Name> 

<DataType>Specified</DataType> 
<Occurs>ZeroOrMore< /Occurs> 
<DisplayName>SQL Parameter</DisplayName> 
</DataDescription> 
10 <Occurs>ZeroOrMore< /Occurs> 

<DisplayName>Parameters for SQL Statement</DisplayName> 
</DataDescription> 
< / Inpu tDa taDescrip tions> 
<OutputDataDescriptions> 
15 <DataDescription> 

<Name>ResultSet< /Name> 
<DataType>ResultSet</DataType> 
</DataDescription> 
</OutputDataDescriptions> 
20 <ServiceParameters /> 
< /ServiceDefinition> 
ID 

The ID element is a required tag that is used to uniquely identify this 
service within a single Directory Server. 

25 Example: 

<ID>CN=bowstreet_db_execute.sql,ou=System Services,ou=Live Data 

Services,ou=Bow Street Services</ID> 

LastModifiedTime 

The LastModifiedTime element is a required tag that specifies the time 
30 that this object was last modified by the Live Data Sever. This time is 

represented by a long which is the number of milliseconds since January 1, 
1970, 00:00:00 GMT. 

Example 
35 <ServiceDefinition> 

<ID>CN=bowstreet_db_execute_sql,ou=System Services,ou=Live Data 
Services ,ou=Bow Street Services</ID> 
<Description>Runs an SQL statement against a jdbc url</Description> 
<LastModifiedTime>918514813768</LastModifiedTime> 
40 LastModifiedBy 

The LastModifiedBy element is a required tag that specifies the fully 
distinguished name of the last user to modify this object through the Live 
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Data Sever. This time is represented by a long which is the number of 
milliseconds since January 1, 1970, 00:00:00 GMT. 

Example 
5 <ServiceDefinition> 

<ID>CN=bowstreet_db„execute_sqlou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 
<Description>Runs an SQL statement against a jdbc url</Description> 
<LastModifiedTime>918514813768</LastModifiedTime> 
10 Type 

The Type element is a required tag that specifies the type of service 
associated with this definition. The Type can be one of the following Service, 
Model or System. 

15 Example 

<ServiceDefinition> 

<ID>CN=bowstreet_db_execute_sqlou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 
<Type>Service< /Type> 
20 Category 

The Category element is a required tag that specifies the category in 
which to associate this definition. The Category can be any text value. 

Example 
25 <ServiceDefinition> 

<ID>CN=bowstreet_db_execute_sqlou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 

<Category>Base Service</Category> 
ClassName 

30 The ClassName element is a required tag that specifies the Java class 

associated with each service this element is a child element of the 
ServiceDefinition. The ClassName must be represented by the full path 
name of the class as shown in the example below. 

35 Example<ServiceDefinition> 

<ID>CN=bowstreet_db_execute_sql,ou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 
<Description>Runs an SQL statement against a jdbc url</Description> 
<LastModifiedTime>918514813768</LastModifiedTime> 

40 

<LastModifiedBy>uid=mburati,ou=Development,o=BowStreet,c=US</LastM 
odifiedBy> 
<Type>Service</Type> 
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<ClassName>com.bowstreet.services.db.ExecuteSQLReadService</ClassNam 
e> 

5 Public 

The Public element is a required tag that specifies whether this service 
is publicly available for execution. See the security document for more details 
on this element. The valid Pubhc text values are true and false. 

10 Example 

<ServiceDefinition> 

<ID>CN=bowstreet_db_execute_sqlou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 
<Category>Base Service</Category> 
15 <Public>false</pubIic> 

Executable 

The Executable element is a required tag that specifies whether this 
service is currently executable. See the security document for more details on 
20 this element. The valid Executable text value are true or any other string 
value. 

Example 

<ServiceDefinition> 
25 <ID>CN=bowstreet_db_execute^sqlou=System Services,ou=Live Data 
Services,ou=Bow Street Services</ID> 
<Category>Base Service</ Category> 
<Executable>true</Executable> 

30 InputDataDescriptions 

The InputDataDescriptions element is an optional tag that will contain 
only child elements of type DataDescription. This element allows the service 
to specify an optional list of input parameters, which will be supplied at 
runtime and passed into the service as input data. Note: Input from a user 

35 will not be passed into this service unless the data inputs are defined. The 
example below shows the InputDataDescriptions with a DataDescription 
child. 

Example: 
40 <InputDataDescriptions> 
<DataDescription> 
<Name>DatabaseURL</Name> 
<DataType>String</DataType> 
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<Occurs>Required < / Occurs> 
<DisplayName>URL< /DisplayNamo 
< /DataDescription> 

5 DataDescription 

The DataDescription element is an optional tag that will contain the 
actual description of each individual input parameter. There can be zero or 
more of these elements beneath the InputDataDescriptions element. The 
elements that can be contained as DataDescription children are as follows, 

10 

Name - The Name element identifies the name of the input parameter. 
Example: <Name>DatabaseName< /Name> 

DataType - The DataType element identifies the primitive data type of the 
15 input parameter. 

The following is an initial list of proposed supported data types which have a 

corresponding Java class definition. This list is subject to change and at this 

time not all these types are supported in the base line development effort. 

String 
20 Byte 

Byte[] 

Boolean 

Double 

Float 
25 Integer 

Long 

Date 

Time 

Hashtable 
30 Vector 

ResultSet 

ElementList 

Struct 

35 Example: <DataType>String</DataType> 

See Complex Data Types section for more information. 

Occurs - The Occurs element indicates whether the presence of this input 
parameter is required. 
40 This can take one of two values 
Required: Occurs exactly once 
Optional: Occurs zero or one time 
OneOrMore: Occur one or more times 
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ZeroOrMore: Occur zero or more times 
The default for this is Required. 
Example: <Occurs>Required</Occurs> 

5 DisplayName - The DisplayName element is used to specify a user-friendly 
name. 

Example: <DisplayName>Database Name</DisplayName> 

Default - The Default element is used to give the input parameter a default 
10 value. The Default element can contain an attribute to specify if the default 
value is fixed which if true will indicate the default value is the only one 
allowed. If the fixed attribute is not specified itis value will be set to false. 
Example: < Default Fixed=true>Bow Street Inc.</ Default > 

15 SelectList - The SelectList element is used to specify a list of fixed inputs 
which are valid as input for this parameter. This list can be used by an 
application to allow the user to select an item from this list. The SelectList can 
contain one ore more Item element used to identify each valid parameter. 

20 Example: < SelectList > 

<Item>USA</Item> 
<Item>USSR</Item> 
</ SelectList > 

25 Min - The Min element is used to specify a lower valid boimdary for this 
input parameter. The meaning of this value may vary for each DataType, 

Example: <Min>5</Min> 

30 Max - The Max element is used to specify an upper valid boundary for this 
input parameter. The meaning of this value may vary for each DataType. 

Example: <Max>100</Max> 

35 MinExclusive - The MinExclusive element is used to specify a less-than valid 
boundary for this input parameter. The meaning of this value may vary for 
each DataType. 

Example: < MinExclusive >5</ MinExclusive > 

40 

MaxExclusive - The MaxExclusive element is used to specify a greater-than 
valid boundary for this input parameter. The meaning of this value may vary 
for each DataType. 
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Example: < MaxExclusive >25</ MaxExclusive > 

MapsTo - The MapsTo element is used by the Extender service to map input 
5 data frorn the Extender service to the input parameter of the base service. The 
following example maps the CountryName Input parameter in the Extender 
service to the SQLParms parameter in the base service, which in this example 
is the JDBCDatabaseService. 

10 Example: <DataDescription> 

<Name>CountryName< /Name> 
<DataType>String< /DataType> 
<MapsTo>SQLParms< / MapsTo> 
<DisplayName>Customer Country </DisplayName> 
15 < /DataDescription> 

OutputDataDescriptions 

The OutputDataDescriptions element is an optional tag that will 
contain only child elements of type DataDescription. This element allows the 
service to specify an optional list of output data, which the service will 
20 generate at runtime and return as output after the service is executed. The 
example below shows the OutputDataDescriptions with a DataDescription 
child. 

Example: <OutputDataDescriptions> 
25 <DataDescription> 

<Name>DataSet</Name> 
<Da taType>ResultSet< /DataType> 
< /DataDescription> 
</OutputDataDescriptions> 
30 DataDescription 

The DataDescription element is an optional tag that will contain the 
actual description of each individual output parameter. There can be zero or 
more of these elements beneath the OutjputDataDescriptions element. The 
elements that can be contained as DataDescription children are described in 
35 the previous DataDescription Section. 
ServiceParameters 

The ServiceParameters attribute block of a service definition is used to 
hold service specific parameters that help the service driver complete its 
implementation. For instance, the Template Runner service stored the 
40 template itself as a child of <ServiceParameters> in the service definition. 
Certain Base Services are abstract in terms of their Service Driver 
implementation (cannot be executed in their raw form - they must be cloned 
and extended with certain information). For instance, a Service Definition 
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exists for the Base Command Executable Rumier service (a service driver that 
can execute binary applications stored on the server system). That service 
definition itself is non-executable (has the execute attribute shut off), since it 
cannot run without the Command pathname being specified as a parameter 
5 to the service definition (it would be too dangerous to allow the user to enter 
in any command name in the inputs of this service). So, in order to build an 
executable version of this service, one would clone the original service 
definition, mark the new definition public, and define the Command 
Parameter in the new service definition. 

10 

Example: 

Base Command Runner Service Parameters (non-executable - exists for 
template of extended service definitions only) 
<ServiceParameters> 
15 <Parameters> 

<Parameter>Conunand 

<Value> HLL IN YOUR COMMAND PATH HERE </Value> 
<Descriprion>Full pathname to the command to be 
executed</Description> 
20 </Parameter> 
</Parameters> 
< / Ser V iceParame t ers> 

Above Command Runner Service Parameters - cloned and extended with a 
25 specific Command to run (executable service). In this case, we specified a 
hard-coded argument to always pass to the command (send). 
<ServiceParameters> 
<Parameters> 
<Parameter>Command 
30 <Value>c:\winnt\system32\net.exe send</Value> 

<Descriprion>Full pathname to the command to be 
executed< / Descrip tion> 
</Parameter> 
</Parameters> 
35 </ServiceParameters> 
Complex Data Types 

ElementList - The ElementList data type is used to describe a list of XML 
children element in which the names of the element are unknown at design 
40 time. 

Here is an example of XML, which can be described by using the 
ElementList data type. The following DSML data was produced by the LDAP 
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Search service. This service produces a list (Vector) of objects containir\g an 
unknown element list of LDAP attributes* 

<?xmi version="1.0" encoding="Cpl252'7> 
5 <dsml:Objects> 

<dsml:Object> 

<dsml:dn>uid=tbeauvais,ou=development,o=bowstreet,c=us</d5ml:dn> 

<dsml :sn>Beauvais< / dsml:sn> 

<ds ml : ob jec tclass> top < / dsml :obj ectclass> 
10 <dsml:objectclass>person</dsml:objectclass> 

<dsml:objectclass>organizationalPerson</dsml:objectclass> 

<dsml:objectclass>inetOrgPerson</dsml:objectclass> 

<dsml:uid>tbeauvais</dsml:uid> 

<dsml:mail>tbeauvais@bowstreet.com</dsml:mail> 
15 <dsml:givenname>Thomas</dsml:givermame> 

<dsml:cn>Thomas Beauvais</dsml:cn> 
</dsml:Object> 
</dsml:Objects> 

20 The previous DSML LDAP data can be described in a service data definition by 
the following: 

<DataDescription> 

<Name>dsml:Objects</Name> 
25 <DataType>Vector</DataType> 
<DataDescription> 
<Name>dsml:Object</Name> 
<DataT)^e>ElementList 
<Occurs>ZeroOrMore</Occurs> 
30 </DataDescription> 

<Occurs>OneOrMore</Occurs> 
< /DataDescription> 

Struct - The Struct data type is used to describe a data structure within XML 
35 similar to describing a structure in C. 

The following example of XML data shows Employees, which is a List 
of employee elements, which contains a structure of employee information. 
The employee information is made up of a Name which is a structure of First 
40 and Last elements and then Address, City, State and Zip which are all Strings. 

<Employees> 
<Employee> 
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<Name> 
<First>Tom< /First> 
<Last>Beauvais</Last> 

</Name> 

<Address>l Harbour Place</Address> 

<City>Portsmouth</City> 

<State>NH</State> 

<Zip>03801</State> 
</ Employ ee> 
<Employee> 

<Name> 

<First>Joe< / Firs t> 
<Last>User</Last> 
</Name> 

<Address>l Harbour Place</Address> 
<City>Portsmouth</City> 
<State>NH</State> 
<Zip>03801</State> 
</ Employ ee> 
</ Employ ees> 

The previous XML data can be described in a service data definition by the 
following: 

<DataDescription> 
<Name>Employees</Name> 
<DataType> Vector 
<DataDescription> 
<Name>Employee</Name> 
<DataType>Struct 
<DataDescription> 
<Name> Address< /Name> 
<DataType>Struct 
<DataDescription> 
<Name>First</Name> 
<Da taType>String< / Da taType> 
<Occurs>Required < / Occurs> 

< / Da taDescrip tion> 
<DataDescription> 

<Name>Last</Name> 

<DataType>String</DataType> 

<Occurs>Required</Occurs> 

< / Da taDescrip tion> 
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</DataType> 

<Occurs>Required</Occurs> 

< /DataDescription> 
<DataDescription> 

5 <Name> Address< /Name> 

<DataType>String</DataType> 
<Occurs>Required</Occurs> 

< / Da taDescription> 
<DataDescription> 

10 <Name>City</Name> 

<Da taXypoS tring< / Da taType> 
<Occurs>Required</Occurs> 

< /Da taDescription> 
<DataDescription> 

15 <Name>State</Name> 

<DataType>String< /DataTypo 
<Occurs>Required</Occurs> 

< / Da taDescription> 
<DataDescription> 

20 <Name>Zip</Name> 

<DataType>String< /DataType> 
<Occiirs>Required < /Occiirs> 

< /DataDescription> 
</DataType> 

25 <Occurs>ZeroOrMore</Occurs> 
</DataDescriprion> 
</DataType> 

<Occurs>ZeroOrMore</Occurs> 
< / Da taDescrip tion> 



30 



Recursive Descriptions - Recursive descriptions are used to describe XML data 
in which the data can contain instances of it self. 



The following example shows that Containers contain a hst of 
35 Container elements, which intern can contain a Containers element. Is this 
confusing or what? 

<Containers> 
<Container> 

40 <dsml:dn>o=BowStreet,c=US</dsnril:dn> 
<dsml:cn>o=BowStreet</dsml:cn> 
<Containers> 
<Container> 
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<dsinl:dn>ou=Netscape Servers,o=BowStreet,c=US</dsinl:dn> 

<dsml:cn>ou=Netscape Servers</ dsml:cn> 
</Container> 
<Container> 

<dsml:dn>ou=Development,o=BowStreet,c==US</dsinl:dn> 
<dsml:cn>ou=Development</dsml:cn> 
<Containers> 
<Contamer> 



10 <dsml:dn>ou=Services,ou=Development,o=BowStreet,c=US</ dsml:dn> 
<dsml:cn>ou=Services</dsml:cn> 
</Container> 
</Containers> 
</Container> 
15 </Container> 
</Container> 
</Containers> 

The previous XML data can be described in a service data definition by the 
follov^ing: 



20 



<DataDescription> 
<Naine>Containers</Name> 
<DataType> Vector 
<DataDescription> 



25 



<Naine>Container</Name> 
<DataType>Struct 
<DataDescription> 



30 



<Name>dsml:dn< /Name> 
<DataType>String</DataType> 
<Occurs>Required< /Occurs> 
</DataDescription> 
<Da taDescrip tion> 



35 



<Name>dsml:cn</Name> 
<DataType>String< /DataType> 
<Occurs>Required</Occurs> 
< /DataDescription> 
<DataDescription> 



40 



<Name>Containers</Name> 
<DataType>Containers</DataTvpe> 
<Occurs>Required</Occurs> 
< / Da taDescrip tion> 
</DataType> 

<Occurs>ZeroOrMore</Occurs> 
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< /DataDescription> 
</DataType> 

<Occurs>ZeroOrMore</Occurs> 
< / Da taDescrip tion> 
Other Example Data 
ResultSet 

<Employees> 

<Employee> 
<Name> Tom Beauvais</Name> 

<Address>l Harbour Place</Address> 
</ Employ ee> 
</Employees> 

<DataDescription> 
<Name>Employees< /Name> 
<DataType>ResultSet 
<DataDescription> 
<Name>Name< /Name> 
<DataType>String</DataType> 
<Occurs>Required < / Occurs> 

< / Da taDescrip tion> 
<DataDescription> 

<Name> Address< /Name> 
<DataT)rpe>String</DataType> 
<Occurs>Required</Occtirs> 
</DataDescription> 
<DataDescription> 
</DataType> 

<Occurs>ZeroOrMore< /Occurs> 
</DataDescription> 
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CLAIMS 

1. A system comprising: 

a directory of a plurality of services; 

an engine for receiving requests to access s'aid services; 

5 a plurality of drivers for interfacing with said plurality of services and 

with said engine; 

a plurality of service providers accessible to said plurality of drivers for 
providing services identified in said directory. 

2. The system of claim 1 wherein said directory includes metadata 
10 for each of said plurality of services in said directory. 

3. The system of claim 2 wherein said metadata defines a schema of 
a service's input and output interfaces. 

4. The system of claim 3 wherein said metadata further includes 
configuration parameters for configuring a driver associated with said service. 

15 5. The system of claim 1 wherein said services are accessible via an 

API. 

6. The system of claim 1 wherein said services are XML based 
services. 
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7. The system of claim 1 wherein a service provider comprises an 
entity that is capable of receiving some information and providing a 
response. 

8. The system of claim 1 wherein said engine interprets said 

5 requests and determines what services are needed, directs requests to the 
appropriate services via said service drivers, and builds responses into replies. 

9. The system of claim 1 wherein said requests comprises HTTP 
requests. 

10. The system of claim 1 wherein access to said system is 
10 accomplished via a web browser. 

11. A method for accessing services comprising: 

storing identifiers of a plurality of services in a directory; 

providing requests to an engine to access said plurality of services; 

interfacing with said plurality of services and with said engine via a 
15 plurality of drivers based on said requests. 

12. The method of claim 11 wherein said directory includes 
metadata for each of said plurality of services in said directory. 

13. The method of claim" 12 wherein said metadata, defines a schema 
of a service's input and output interfaces. 
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14. The method of claim 13 wherein said metadata further includes 
configuration parameters for configuring a driver associated with said service. 

15. The method of claim 11 wherein said services are accessible via 
an API. 

16. The method of claim 11 wherein said services are XML based 
services. 

17. The method of claim 11 wherein a service provider comprises 
an entity that is capable of receiving some information and providing a 
response. 

18. The method of claim 11 wherein said engine interprets said 
requests and determines what services are needed, directs requests to the 
appropriate services via said service drivers, and builds responses into replies. 

19. The method of claim 11 wherein said requests comprises HTTP 
requests. 

20. The method of claim 11 wherein access to said engine is 
accomplished via a web browser. 
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